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Tactical Attack Surface Intelligence

Summary

Today, over 80% of security breaches' originate from threat actors Benefits
successfully conducting phishing, session, and malware attacks,
and exploiting vulnerable internet-facing assets. An organization's
external attack surface, including the third parties they work with,
is the "soft target” for cyber criminals and nation-state threat

Immediate time-to-value;
enables rapid, decisive, and
informed threat mitigation

actors because already over-stretched security teams have limited - Continuously analyzed,
operational visibility and are inundated with a deluge of potential active attack surface
exposures, alerts, and threat intelligence noise. intelligence; focus on

prioritized exposures and
threats with full evidence
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Increase security analyst
productivity

Expedite mean time

to resolution, attack
iImpact containment, and
proactive remediation

Gain accurate security

Comprehensive Attack posture risk insight

Surface Insights:
Interactively visualize and
examine active exploits
and at-imminent-risk
assets with high-fidelity
context.

Reduce attacker dwell time
and costly data breach
exposure

Obtain true, actionable
third-party risk — at scale

Solution

TacitRed™ empowers security teams to take immediate, decisive
actions to mitigate exposures with real-time tactical attack surface
intelligence — fully curated, specific, and detailed. Compromised
and at-imminent-risk assets are prioritized, visualized, and presented
with full context of why they are at risk to accelerate triage and
investigation processes. Analysts can instantly examine the threat
type, finding, and severity rating. As a result, organizations can
optimize resources, mitigate data breach exposure, proactively
improve their security posture, and help reduce supply chain risk.
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Features

Constant, pertinent attack
surface intelligence — instant,
extensive, and at global scale

Continuous monitoring and
analysis of over 18 million U.S.
entities

Inner Workings

Interactive, searchable, and
filterable attack surface
visualization

Curated intelligence — full
context with no need to filter
noise or do iterative queries

Cogility TacitRed Snapshot

In-depth findings categorized
by threat type and prioritized
by severity

Identify 3rd-party cyber risk:
agents, partners, acquisition
targets, suppliers, etc.

Offered as a turnkey Saa$ solution, TacitRed continuously analyzes massive streams of internet traffic, and
attack signals, and a broad array of threat intelligence sources through its patented Hierarchical Complex
Event Processing (HCEP) engine to achieve global attack surface asset-to-entity associations, threat actor
activity monitoring, and comprehensive exposure and exploitation visuals and context. TacitRed provides
on-demand, tactical attack surface intelligence for over 18 million US companies. Just put in your or a
third-party domain to instantly examine curated results. All the relevant information is delivered through
the Saa$ application and can be integrated into existing tools via API feed.

Tactical Attack Surface Intelligence

>

A 4

>
Global Threat Signals &  /~ - 4 N\ ( i i ™\
Threat Intelligence Sources TacitRed Continuous Threat Analysis TacitRed Security
—_— Analyst Watchfloor
Domain Registry — Hierarchical Complex Automatic discovery of Real-time signal Automatic inventory
and Network Event Processing ‘:bee'f adyefrsal;y in:ernet monitloriq?‘ ant_d threat of internfet ftacintg business Attack Surface Asset Inventory
Assignments acing Infrastructure classihcation infrastructure and Visualization
-~ Hierarchical Y
! Abstraction of Events ) Threat Score
Internet Routing \ Asset Security Rating
Registry (IRR) A Y Threat @ \
Actor 1 L Exploited Assets and
Event Pattern Busi Assets at Imminent Risk
Matching usiness
Traffic E@f T Entity 1 In-Depth Attack Evidence
Analysis
SecOps and Third-Party
) Pattern State Command & Control Curated Threat Notifications
Compromised QD History | 2 Threat @ J L, Business Results
redentials an )i N
Browser (=) Actor 2 / S ) Entity 2
Session Intel Causal and l
Ml 4 Timing Analysis ¢ . Business
alware and  [5A) —
Botnet Logs (=i — ™ Entity 3 j@
A Bayesian Probability Threat \Hﬁ Weaponization ~ —— b= 0Q0
Bullet Proof = Weighting Actor 3 / ;Dc L FEJ
Hosting and P"‘j A v W= v
QZ No_de 5@ IT & Security Security Analyst
Identification Event Mgmt Tools Cyber
Filtering Stateful Threat Evidence SIEM, SOAR,  Risk Analyst
And more... SOC, ITSM SecOps Analyst
-
\ 4 4 & )
< < <
° o . e 0000000000000 00000000 00
nI COgIlItyTaCItRed e 0000000000000 00000000 00
(u] e 0000000000000 00000000 00
154955andcanyonAVe#]50 @0 0000000060000 0000000000o0
) e 0000000000000 00000000 00
|rv|neCA92618 e 0000000000000 00000000 00
.. . ! :
Visit www.tacitred.com to take a
tour, request a demo — or better yet, sales@cogility.com
to register to try TacitRed for free. ©2024 Cogility Inc. 08/24
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